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LOCKS, LIES, and “"HIGH”
INSECURITY




MEDECO HIGH SECURITY:




HIGH SECURITY LOCKS:




MEDECO HISTORY




WHY THE MEDECO CASE
STUDY IS IMPORTANT




CONVENTIONAL v.
HIGH SECURITY LOCKS




ATTACK METHODOLOGY




HIGH SECURITY LOCKS:
Critical Design Issues




HIGH SECURITY:
Three Critical Design Factors




BYPASS AND REVERSE
ENGINEERING




SYSTEM BYPASS




SECONDARY SECURITY
LAYERS




LAYERS OF SECURITY
AND BYPASS CAPABILITY




EXPLOITING
FEATURES




EXPLOITING
TOLERANCES




ATTACKS:
Two Primary Rules




METHODS OF ATTACK:
High Security Locks




ADDITIONAL METHODS OF
ATTACK




KEY CONTROL




KEY CONTROL and "KEY
SECURITY”




KEY SECURITY: A Concept




KEYS: CRITICAL ELEMENTS




KEY CONTROL:
Critical issues




KEY CONTROL and "KEY
SECURITY” ISSUES




KEY CONTROL.:
Design Issues




DUPLICATION AND
REPLICATION OF KEYS




COVERT and FORCED
ENTRY RESISTANCE
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STANDARDS
REQUIREMENTS




CONVENTIONAL PICKING
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TOBIAS DECODER:
“Crackpot@security.org”




SOPHISTICATED
DECODERS
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DECODE PIN ANGLES

AFT RIGHT




FORCED ENTRY
RESISTANCE
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FORCED ENTRY ATTACKS:
Deficiencies in standards




SIDEBAR:
Bypass and Circumvention




SIDEBAR ATTACK:
Physical Strength




FORCED ENTRY ATTACKS




MEDECO HIGH SECURITY:
Lessons to be learned




MEDECO CASE HISTORY




MEDECO MISTAKES




DESIGN =
VULNERABILITIES




MEDECO DESIGN:
Exploit design vulnerabilities




MEDECO DESIGNS:
More vulnerabilities




MEDECO TIMELINE




August 2006: Bump Proof

About Medeco - MEDECO - THE BUMP PROOF LOCK
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Map & Directions

Medeco Combats the Bump Key
Training Schedule Law Enforcement and Security Dealers Educated in standard lock risks

Careers At Medeco Salem, Va., August 4, 2006 7 ?Sccurity flaw in your locks?? asks a recent Newsweek.com headline. The

term THackers? is typically associated with those who attempted to break into computer systems. Now
Trade Show Hackers are people attempting to defeat a wide range of protected systems 7 including the locks on your
Schedule doors.

Become a Medeco Medeco, the industry7s leading high security lock manufacturer, has expanded its? acclaimed educational
Dealer training module to explain the vulnerability that many locks face to a bumping attack. This training is offered
to Crime Prevention associations and security dealers.

NCPC Projects

Medeco is commonly known as a 7bump proof lock? by those who view picking as a sport. Standard locks
Learn about Product  utilize a single locking point, while high security locks such as Medeco utilize multiple locking technologies.
Maintenance To see why Medeco is not vulnerable to this type of attack, a short video is available at www . medeco.com
in the Interactive Security Solutions link.

According to statistics provided by the National Crime Prevention Council (NCPC) and the Department of
Justice, nearly 2/3 of all break-ins occur with no sign of forced entry. While some of these crimes may be a
result of an unlocked door, most experts agree that lock bumping, picking or use of an unauthorized
duplicate key are often the case.

TThis should provide the economic motivation for a consumer to pay a bit more for quality high security
locks for their home or business that protect everything they own,? according to Clyde Roberson, Director
of Technical Services at Medeco Security Locks. TBumping is a vulnerability to many standard locks, and
that?s why we educate the experts on proper steps that can be taken to minimize the risk. Not all locks can
be bumped; consumers just need to know the differences.?

Home and business owners may contact the National Crime Prevention Council at 1-202-466-6272, or
wWww.ncpe.org, to request a copy of TLocking Your Home, What To Know Before Buying Locks For Your
Home.? or TA Safe Workplace is Everybody?s Business.? Additionally, Medeco residential and commercial
product information, including authorized Medeco dealers, can be found at www.medeco.com.
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Proxy: None




Feb 2007:Virtually BumpProof

About Medeco - MEDECO - Combating the Bump Key

i%:d ‘{‘ €3 htp:/ fwww.medeco.com/about/whats_new/pr/bump.html
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Medeco Combats the Bump Key
Map & Directions Law Enforcement and Security Dealers Educated in standard lock risks

Tralning Schedule Salem, Va., August 4, 2006 - 'Security flaw in your locks?® asks a recent Newsweek.com headline, The |
term “Hackers” is typically associated with those who attempted to break into computer systems. Now
Hackers are people attempting to defeat a wide range of protected systems = including the locks on your
doors.

Careers At Medeco

Trade Show Schedule

Medeco, the industry’s leading high security lock manufacturer, has expanded its’ acclaimed educational
training module to explain the vulnerability that many locks face to a bumping attack. This training is
NCPC Proiects offered to Crime Prevention associations and security dealers.,

Become 8 Medeco Dealer

Learn about Product Medeco is commonly known as a virtually bump proof lock by those who view picking as a sport. Standard

Maintenance locks utilize a single locking point, while high security locks such as Medeco utilize multiple locking
technologies. To see why Medeco is not vulnerable to this type of attack, a short video is available at
www.medeco.com in the Interactive Security Solutions link.

According to statistics provided by the National Crime Prevention Council (NCPC) and the Department of
Justice, nearly 2/3 of all break-ins cccur with no sign of forced entry. While some of these crimes may be
a result of an unlocked door, most experts agree that lock bumping, picking or use of an unauthorized
duplicate key are often the case.

"This should provide the economic motivation for a consumer to pay a bit more for quality high security
locks for their home or business that protect everything they own,” according to Clyde Roberson, Director
of Technical Services at Medeco Security Locks. "Bumping is a vulnerability to many standard locks, and
that's why we educate the experts on proper steps that can be taken to minimize the risk. Not all locks
can be bumped; consumers just need to know the differences.”

Home and business owners may contact the National Crime Prevention Council at 1-202-466-6272, or
www.ncpe.org, to request a copy of "Locking Your Home, What To Know Before Buying Locks For Your
Home.” or “A Safe Workplace is Everybody’s Business,” Additionally, Medeco residential and commercial
product information, including authorized Medeco dealers, can be found at www.medeco.com.
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MEDECO LOCKS:
Why are they Secure?
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MEDECO LOCKS:
3 Independent Layers




MEDECO TWISTING PINS:
3 Angles + 2 Positions




MEDECO ROTATING
TUMBLER

R
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SIDEBAR Technology




SIDEBAR LOCKING:
How does it work




SIDEBAR LOCKING
DESIGN: Information from
the lock?




SIDEBAR CODING




SECURITY CONCEPTS:
Sidebar “IS™ Medeco Security




PLUG AND SIDEBAR:
All pins alignhed
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SIDEBAR RETRACTED
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PLUG AND SIDEBAR: Locked




MEDECO CODEBOOK:
At the heart of security




KEY CODES:.
Vertical Bitting and Sidebar
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MEDECO RESEARCH:
Results of Project




RESULTS OF PROJECT:
Bumping




MEDECO BUMP KEY




RESULTS OF PROJECT:
Key Control and Key Security




SIMULATED BLANKS: Any
M3 and Many Biaxial Locks
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SIMULATED BLANKS




M3 SLIDER:
Bypass with a Paper clip




SECURITY OF m3:
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RESULTS OF PROJECT:
Picking




PICKING A MEDECO LOCK
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Video Demo:




RESULTS OF PROJECT:
Decode Top Level Master Key
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RESULTS OF PROJECT:
Forced Entry Techniques




DEADBOLT ATTACK




DEADBOLT BYPASS: 2%
Screwdriver + $.25 materials




Video Demo:




MORTISE CYLINDER




MORTISE ATTACK




Video Demo:




CONNECTING THE DOTS




MORE DOTS!




MORE DOTS:
BILEVEL LOCIHS




CONNECTING THE DOTS:
The Results




4 KEYS TO THE KINGDOM




Video Demo:




Video Demo:




LESSONS TO BE LEARNED




COUNTERMEASURES:
Primary Design Rules




Video Demo







